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1. Introduction

The trend in software development is moving towards web applications since they are
independent of devices and operating systems and require just browsers to run. The Open
Web Application Security Project (OWASP) is an open community, non-profit organisation
that provides standards and frameworks to assess and improve security of the software.
OWASRP lists and identifies top ten security vulnerabilities to assist software developers to
make their software secure enough. The purpose of this ongoing and early-stage research
is to explore web application vulnerabilities through Open Web Application Security
Project (OWASP) standards to identify those programming languages, used for
developing web applications, that have the lowest security measures and to identify
prevention measures.

According to Whitehat security, the most widely used programming language for web
application development is .NET (28.1%), closely followed by Java (24.9%) and ASP
(15.9%) (sometimes added to .NET). Also, the programming language with highest
number of vulnerabilities (known and unknown), prone to cyber threats, is C language. It
is also interesting to note that Java Script has over 31% of identified vulnerabilities, termed
as the “high severity” in this paper. Also, there has been over 20% of increase in the
number of vulnerabilities in java-based web applications in last 5 years. The programming
languages vary by industry type such as financial services, retail, and healthcare. For
example, in the financial sector, retail, and healthcare, 27%, 24% and 14% of web apps,
respectively are ASP-based.

Among different tools and attack techniques surveyed as part of this research, notably
web application scanners are automated tools that search for security vulnerabilities such
as cross-site scripting and SQL injection (Lebaeu, 2013). Fault injection is another
software method, which introduces errors to a system to ensure it can survive and recover
from errors. It has been shown that XSS and SQL injections are the most important
vulnerability type in web applications. Fonseca J (2007) suggests that both XSS and SQL
injection vulnerability types occur as a result of poorly coded applications. Back-end
database is one of the main targets in web application attacks. XSS attacks occur when
an attacker uses a web application to send malicious code, generally in the form of a
browser side script.



2. Aims and Scope

This is an ongoing early-stage research that aims to explore the following: (a) web
application vulnerabilities scanners, (b) techniques used to scan for web app
vulnerabilities, (c) which are the least secure programming languages that are in use and
what are their top exploited vulnerabilities in context to the top OWASP vulnerabilities,
and (d) how to prevent these vulnerabilities from happening.

3. Research Findings

A common vulnerability observed in the web applications is cross-site scripting. Also, at
times, programming-based ‘buffer overflow’ is used to take control of applications, both
fully and partially web-based.

JavaScript is found to have 31% on average of high severity vulnerabilities. The top
security vulnerabilities are cryptographic issues (CWE-310), path traversal (CWE-22) and
cross-site scripting (CWE-79). Among other languages, PHP has 16% on average of high
severity vulnerabilities, while Ruby has 19% on average of high severity vulnerabilities.
The top security vulnerabilities in these languages are cross-site scripting (CWEQ79),
access control (CWE-264) and input validation (CWE-20).

Among programming languages explored, the research identified that C languages has
the highest number of vulnerabilities with 50% of reported vulnerabilities in the past 10
years and majority of them relating to memory corruption issues. Java is the second
programming language that has vulnerabilities rising since 2016 (over 20% between
2018-2022). Python has 15% on average of high severity vulnerabilities and C++ has 36%
on average of high severity vulnerabilities. The top security vulnerabilities for these
languages are buffer errors (CWE-119), input validation (CWE-20) and information
leak/disclosure (CWE-200).

4. Conclusion and Recommendations

Business and software development companies are expected to be aware of the top 10
vulnerabilities according to research from OWASP. Also, it is necessary to develop
software with good security features in order to protect business users and customers
from cyber-attacks. Preliminary research has found that cross-site scripting is the most
common vulnerability found in .NET, Java and ASP languages. Developers need to be
aware of the limitations of programming languages to reduce cyber-attacks in web
applications.
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