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Abstract

SME:s are a critical part of the economies of Australia and New Zealand. These SMEs
face cybersecurity threats every day that threaten their existence, profitability, and critical
contributions to the economy. The recent global pandemic has made cybersecurity more
challenging as most organisations were forced to move their businesses online without
adequate warnings or preparation. As core contributors to the economy, SMEs must be
protected to ensure their continuity, profitability, and contribution to the economies of
both countries. In this paper, we reviewed the most common cybersecurity challenges
facing SMEs in Australia and New Zealand. To this effect, we also provided some
recommendations to business owners and policy makers to help protect SMEs in
Australia and New Zealand.

1 Introduction

In Australia and New Zealand, Small and Medium Enterprises (SME) are facing numerous challenges
and cybersecurity is one of the prominent challenges in recent years. The recent global pandemic has
made cybersecurity more challenging for SMEs as they are forced to move their operations online with
little or no warning or training due to health restrictions and government regulations to ensure the safety
of lives. It is, therefore, important to examine these challenges and provide effective recommendations
to policy makers and business owners so that these businesses can stay protected in these challenging
times and beyond.

SMEs are a critical part of the economy of Australia and New Zealand. According to New Zealand’s
Ministry of Business, Innovation and Employment (2018), small businesses generated 28% of GDP in
2018 with over 600,000 people employed in the workforce. Moreover, 97% of organizations in the
country are small businesses which is an important factor for the economy (Ministry of Business,
Innovation & Employment, New Zealand, 2018). As mentioned by Gilfillan (2020), 44% of



employment are generated by the SMEs in Australia and in 2018, Industry Value Added in the SMEs
are recorded as $414 billion which is 24% growth compared to 2012 — 2013.

Despite the importance of SMEs to the economy, they are facing cybersecurity issues threatening not
only their productivity but existence. For instance, the Australia Cybersecurity Centre (2021) reported
that an SME related cybercrime was being reported at least once in every 10 minutes with $300 million
annual loss as mentioned in the Cyber Security and Australian Small Businesses report in February
2020.

In New Zealand, 30% of online attacks are targeted at small businesses (Ministry of Business,
Innovation and Employment, 2018). In September 2021, CISCO’s “Cybersecurity for Small and
Medium Businesses (SMB)” report, it was highlighted that SMEs are more worried about the
cybersecurity challenges in the last 12 months by 77% in Australia and 81% in New Zealand than in
previous year. Referring to these figures, small businesses are playing a vital role in each economy and
their security challenges must be acknowledged and addressed.

In this report, we investigate the cybersecurity challenges common to SMEs in New Zealand and
Australia. There is a dearth of study on this topic in academic literature especially with specific
reference to Australia and New Zealand, as a result most of our references are from government white
papers, and industry publications. The rest of the report are as follow: in the first section, the SMEs are
defined and identified based on their distinguishing parameters compared to other businesses. The
second part is focusses mainly on the most common attacks facing SMEs’ and their impact on their
businesses. Following these findings, we make recommendations to policy makers and the business
owners to help in protecting these businesses.

2 Definitions for SME

There are various definitions of Small Medium Enterprises in literature. A survey by the World Bank
Group (2019) suggests an enterprise consisting of 5 — 19 employees is small whereas ones with 20 -99
employees are medium-sized. The Global State of Small Business Report suggests that those with 500
or fewer employees can be defined as small and medium-sized businesses (Facebook and OECD and
World Bank Group, 2020).

It appears that there is no clear definition for SME, and we can only rely on each countries’ standard,
and this tends to vary from country to country (World Bank Group, 2019; Berisha & Pula, 2015). For
instance, Australia defines SMEs as organizations with 0 — 199 employees and New Zealand defines
them as the enterprises with 0 — 99 employees like mentioned below (OECD, 2010). This definition is
based on the governments and policymakers of Australia and New Zealand.



Micro Small Medium SME Large

e e e T 10-49  50-249  1-249 250+
Australia 0-9 10 - 49 50— 199 0-199 200 +
Canada 0-9 10 - 49 50 - 499 0 - 499 500 +
Japan 4-9 10 - 49 50 - 249 1-249 250 +
Korea 5-9 10 - 49 50-199 5-199 200 +
Mexico 0-10  11-50  51-250  1-250 251+
New Zealand 1-9 10 - 49 50-99 0-99 100 +
Turkey 1-19 20 -49 50 - 249 1-249 250 +
United States 1-9 10 - 99 100 - 499 1-499 500 +

Figure 1: SMEs definitions based on their number of employees per country (OECD, 2010)

International Finance Corporation (IFC) and Multilateral Investment Guarantee Agency (MIGA) use a
common standard by defining when the enterprise meets two out of three criteria like the following
explanation, it will be categorized as a micro, small or medium enterprise (World Bank Group, 2019).

IFC MSME Definition MSME Loan Size Proxy
Employees Total assets Annual sales Loan size at origination
Indicator (no.) (%) (%) (5)
Micro enterprise <10 <100,000 $100,000 <10,000
Small enterprise 1049 100,000 - <3,000,000 $100,000- <100,000
<3,000,000
Medium enterprise  50-300 3,000,000-15,000,000 3,000,000- <1,000,000 or 2,000,000*
15,000,000

Source: https://www.ifc.org/wps/wcm/connect/industry_ext_content/ifc_external_corporate_site/
financial+institutions/priorities/ifcs+ definitions + of+targeted+sectors

Note: In comments received on this report, IFC notes its “credit line limit reaches $3.5 million for medium enterprises” in
Turkey. IFC = International Finance Corporation; MSME = micro, small, and medium enterprise.

a. The $2 million was for more advanced countries including Argentina, Brazil, Chile, China, Colombia, India, Korea, Mexico,
Morocco, Peruy, the Russian Federation, South Africa, Thailand, Tunisia, Turkey, and all EU accession countries — Poland,
Hungary, Czech Republic, the Baltics, and Slovenia|

Figure 2: IFC's micro, small and medium enterprises definitions and proxies

According to the world bank group report in 2019, SMEs were identified not only by the number of
employees but also by the total assets, annual sales, and loan size of the organization, as shown in figure
2.

Following the various definitions, and for the purpose of this research, we have categorized SMEs in
Australia and New Zealand as follows: Australia: 5 — 199 employees, New Zealand: 1 — 99 employees.
We had this definition in mind as we reviewed common cybersecurity challenges for SMEs in New
Zealand and Australia.

3 The role of SMEs in the Economy

As already established, Small and medium Enterprises have an almost equal importance as large
organizations as most of the businesses in New Zealand and Australia are made up of SMEs which are
the backbones of the economies. Should we follow the definition of SMEs being organizations that
have 5 — 49 employees for New Zealand, this means that these organizations make up 97% of New
Zealand Businesses and generate 28% of New Zealand’s GDP and employ over 600,200 people (OECD,
2020). In Australia, 99.8% of all enterprises are SMEs and they employ more than 7.6 million people —



that is, 68% of employees in the private sector (OECD, 2020). These SMEs generate Industry Value
Added (IVA) of $414 billion before the pandemic - during 2017 — 2018 (Gilfillan, 2020).

These numbers suggest that Small and Medium Enterprises in New Zealand and Australia are very
valuable and contribute to the economy in terms of providing jobs and generating revenue with limited
resources. Therefore, it is important to protect and provide a safe cyber environment for them as they
are the most vulnerable enterprise category following statistics from previous cyber-attacks in both
countries. The next section will explain the cybersecurity impact and the challenges which have been
identified currently.

4 Recent Cyber-attacks on SMEs in Australia and New Zealand

SMEs are valuable and are generating significant revenue to their economies, and if they are not
protected in the cyberspace, their losses will equate to the loss of their nation’s economy. Successful
cyberattacks come at a cost and some of them can threaten their longevity and in some cases, their
existence. Therefore, the cybersecurity challenges facing SMEs should be carefully investigated to
protect them, and in turn protect their nation’s economy.

A study by the Australian Cyber Security Centre (2020) between June and September 2019 based on
the 1763 SME responses, found that cyber-attacks on SMEs were responsible for annual loss of $300
million to the economy. Furthermore, the Australian Cybersecurity center receives a cybercrime reports
every 10 minutes totaling 144 reports each day. According to this survey, 62% of respondents have
experienced a cyber threat, and 80% of participants have rated cybersecurity as “important to very
important”.

In New Zealand, about 30% of online attacks are targeted at SMEs. These were reported before the
covid 19 pandemic, and the figure is likely to have increased with the online presence of the businesses
during the pandemic (Ministry of Business, Innovation & Employment, New Zealand, 2018). In
September 2021, CISCO (2021) published a report suggesting 65% of Australian SMEs and 74% of
New Zealand SMEs suffered various cyber-attacks in one calendar year. 39% of their respondents
claimed that their cybersecurity solutions were not adequate to detect and prevent most of the threats
they faced. The report also found that Malware attacks were the leading threat and affected 85% of
SME:s (CISCO, 2021).

According to Ahmed and Nanath (2021) and CISCO (2021), SMEs are the highly important entities to
threat actors for two reasons, which are, inadequate security measures of SMEs to safeguard their
computer systems and network infrastructure due to financial limitations, and because SMEs are the
gateway to the larger organizations or targeted high-profile victims.

5 Common Cybersecurity Challenges of SME Worldwide

This section discusses the common cybersecurity challenges for SMEs based on the various
geographical and demographical backgrounds worldwide. This understanding is critical to identifying
the similarities and differences between the cyberthreats facing SMEs worldwide as compared to
Australia and New Zealand.



5.1 Asia Pacific, Japan, and China (APJC)

Australia and New Zealand are members of this region; therefore, it is vital to understand the common
cybersecurity challenges within the region. Countries such as Australia, New Zealand, Singapore, Hong
Kong, Indonesia, China, and others were considered in their report (CISCO, 2021). According to the
respondents, they have faced various cyber-attacks and the most common of them are Malware attacks,
Phishing attacks, DNS Tunneling, Denial of Service, SQL Injection, Man-in-the-Middle, Zero Day
Exploit.

35%
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I I I i/o 62%  61%  60%

Malware Phishing attack DNS tunneling Denial of service SQL injection Man-in-the-Middle Zero day exploit
attack attack

Figure 3: Type of Cyber incidents experienced by small businesses of APJC | Source: CISCO (2021)

The report also expressed that 60% of SMEs’ have suffered from these incidents and the cyber-attacks
have negatively impacted their revenue. The following are the impacts of the attacks within the Asia
Pacific region (CISCO, 2021): Loss or breach of customer data, Loss or breach of internal emails, Loss
of revenue, Loss or breach of employee data (61%), Loss or breach of intellectual property, Loss or
breach of financial information.

It is vital to investigate the cyber security challenges of other regions to understand the common
challenges for SMEs worldwide.

5.2 Developed Countries — UK, USA, and Europe

This section focusses on the cyber risks in some developed countries such as the USA, the UK, and
some European nations. Alharbi et al (2021) found that cybersecurity attacks facing SMEs increased
from 34% to 43% between 2015 and 2018 in the USA. This depicts that SMEs are in increasingly
becoming a target of cyberattacks. The most prominent cyber-attacks throughout the country in 2020
include Malware, Viruses, Ransomware and Phishing (U.S. Small Business Administration, n.d.):

A survey of 380 micro and small businesses by the Department for Digital, Culture, Media & Sport
(2021) in the UK from 12 October 2020 to 22 January 2021 highlighted the three most common cyber
threats as Phishing attacks, Impersonated attacks, Malware (including ransomware). In 2020, 46% and
in 2021, 38% of micro and small businesses identified the cybersecurity breaches within a calendar year
and several thousands of dollars were also lost as a result.



The major causes of the cyber incidents are phishing, ransomware, denial of service and employee
errors (Pugnetti, 2021). In Switzerland, their SMEs consist of 99% of companies in their economy and
provide two-thirds of the jobs in the country (Pugnetti, 2021). About one-third of Swiss SMEs have
already faced cyber incidents and 4% of reported financial loss because of these attacks (Méndli &
Repic, 2017).

In Germany, 50% of SMEs with more than 10 employees are targeted by cyberattacks. SMEs can expect
a phishing attack every four years and a ransomware attack every seven years (Dreissigacker et al.,
2020). At the same time, Dreissigacker et al. (2020) emphasized that the CEO fraud attacks, and manual
hacking are also present though significantly lower compared to the other types of attacks. According
to Dreissigacker et al., (2020) and Pugnetti (2021), the most common attacks faced by SMEs in
Switzerland and Germany are Phishing, Ransomware, Spyware, Denial of Service.

Phishing attacks have increased greatly with the COVID-19 pandemic and attracted target users to
malicious websites using fake marketing (Pugnetti, 2021). Some employees fall prey to the threat actors
and inevitably, expose the companies’ credentials.

5.3 Middle East

According to Ahmed and Nanath (2021), two significant banks in the Middle East lost $45 million
within a few hours due to a cyber-attack and reports suggest the number of virus-infected computer
systems in the Middle East is significantly higher than the global average. Ajmi et al, (2019) have
emphasized that Saudi Arabia has encountered 160,000 cyber-attacks per day including several major
attacks such as the ARAMCO attack, TAHNEE attack, Interior Ministry attack etc. Therefore, the
Kingdom of Saudi Arabia (KSA) is also playing a significant role within the region while defending its
SMEs' from cyberattacks. Ajmi et al, (2019) and Ahmed and Nanath (2021) suggest that the most
common forms of cyberattacks in the Middle East are Social Engineering, Phishing, Malware and
Ransomware.

Figure 4 summarizes the kind and nature of cyber-attacks faced by some countries and regions of the
world.
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Figure 4: Map for common cybersecurity challenges for SMEs worldwide

In Summary, CISCO’s (2020) report highlights that SMEs also face the same types of cyberattacks as
large organisations. Figure 5 further reinforces this message and shows the number of employees
correlated with downtime in hours due to most severe breaches in the past year and which type of attack
caused it. 250 - 499 N=388; 500 - 999 N=746; 1,000 - 9,000 N=863; 10,000+ N=268
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Figure 5: Number of employees correlated with downtime | Source: CISCO (2020)

5.4 Common Cybersecurity Challenges of SMEs in Australia and New

Zealand



CISCO’s (2021) found that 65% of Australia’s SMEs and 74% of New Zealand SMEs’ have suffered
some cyber-attacks recently.

APJC
Australia
China
Hong Kong
India 74%
Indonesia
Japan
Malaysia
New Zealand 74%
The Philippines
Singapore
South Korea

Taiwan

Thailand

Vietnam

Figure 6: Percentage of SMEs that suffered a cyberattack in the past 12 months

The report also relays the cyber attacks faced by New Zealand and Australia SMEs, and it show the
commonalities in the Asia Pacific region. The most common threats include Malware, Phishing, DNS
Tunneling, Denial of Service (DoS), SQL Injection, Man-in-the-Middle, Zero Day Exploit. There are
others including unsecured laptops, unsecured personal devices of employees, unintended human
ITOrS.

New Zealand’s SMEs

MYOB (2021) conducted a study that suggests nearly 24% of SMEs in New Zealand have been a victim
of a cyber-attack or a malicious cyber incident. These figures were reported after 54% of them took the
appropriate cybersecurity measures in their businesses. However, the impact on the business can be
summarized as follows; business’ private files were accessed by the intruder and customers’ and client
data were available on the dark web after the intrusion.

The New Zealand Cyber Security Centre (2020) advised that the cyber incidents which have been
reported to them and put in their cyber threat reports are not limited to SMEs. While they do not report
only SMEs, the highlighted challenges are vital to understanding this context.

Cyber threat report 2019 / 2020 mentioned that 5,653 incidents were reported to CERT NZ, but many
incidents are not reported to any government agencies due to various reasons. Therefore, the above-
stated percentages do not necessarily reflect the true data. However, during 2019/2020, 30% of the
cyber incidents reported to NCSC have been linked to state-sponsored threat actors and the report also
mentioned that New Zealand’s businesses face direct and indirect cyber threats regardless of their size
(National Cyber Security Centre, 2020).

Furthermore, 12% of incidents were directly linked to the known vulnerabilities in software and devices
which indicates those incidents could have been prevented by advising customers. 85% of reported
incidents were identified at the planning and reconnaissance stage without compromising the network



and the remaining 15% were reported at the post-compromise stage (National Cyber Security Centre,

2020).
Pre — Compromise Incidents Post — Compromise Incidents
1 Brute Force Attempts Phishing and Business email compromises
2 Attempted Code Injections Data exfiltration
3 Denial of Service Activity Internal network reconnaissance
4 Attempted Malware deployment Malware deployment
5 Phishing reconnaissance Web server compromises
6 Website spoofing Credential harvesting

Table 1: Incidents reported pre-compromise vs post-compromise 2019/2020

Compared to the 2019/2020 report, the 2020 / 2021 threat report found that 67% of all the incidents
were reported at pre — compromise phases. The remaining 33% of malicious incidents fell into the post-
compromise category. The cyber actors have targeted the software vulnerabilities of the organizations
to exploit the victim’s network (National Cyber Security Centre, 2021).

Pre — Compromise Incidents Post — Compromise Incidents
1 Network Scanning Denial of Service Activity
2 Phishing Emails Ransomware incidents
3 Denial of Service Activity
4 Brute Force Attempts

Table 2: Incidents reported pre-compromise vs post-compromise 2020/2021

Following this report, data theft is the most common concern during this period as cyber actors were
interested in stealing the personal information of their victims. The second and third most common were
denial of service and ransomware incidents. However, data breaches are the most harmful incidents as
data may be the most significant asset of the victimized organisations (National Cyber Security Centre,

2021).

Top incident categories

The top three incident categories for 2018 were also the
highest in 2017.

f/;\\‘. Phishing and 1,550

\\[C\// credential harvesting

@@' Scams and fraud 1,136

{' Unauthorised access 303

New Zealand Government

Figure 7: Tope three incidents’ categories of cyber incidents in New Zealand



Following top incident categories published by New Zealand’s Computer Emergency Response Team
(CERT NZ) as an overview of 2018 cyber incidents with data received from individuals, small
businesses, and large organizations from all over New Zealand (CERTNZ, 2018).

Phishing & credential harvesting 339

Scams & fraud _ 57

Malware 43
Unauthorised access - 28
Reported vulnerability 28
Website compromise . 16

Ransomware 14

Incident category

Suspicious network traffic l 9

Denial of service 7
Command & control server hosting | 1
Botnettraffic | o

Other l 8

] 50 100 150 200 250 300 350 400
Number of incidents
Figure 8: Breakdown of incidents in organisations

Whereas these figures do not single out SMEs, yet they contain the common cyber security challenges
for most organizations in the country (CERTNZ, 2018). In Summary, New Zealand Businesses
including SMEs have faced the above-mentioned cyber challenges with the most common of them
being phishing and credential harvesting, scam and fraud, and malware.

Australia’s SMEs

In the last two years, SMEs have been targeted using the following threats according to Australian
Cyber Security Centre (ACSC) threat reports (Australian Government, 2021); Unauthorized access to
hardware or mobile devices, infected devices with Malicious software, website spoofing, suspicious
third-party, system attacks, phishing email compromise and social Engineering attacks.

The Australian Cyber Security Centre and Australian Small Businesses conducted a survey regarding
the cybersecurity incidents targeted at Australian Small Businesses between June to September 2019
by analysing the answers from 1763 voluntary responses. They found that 62% of SMEs have
experienced at least one cyber incident and most of the attacks targeted businesses with 5 or more
employees (Australian Cyber Security Centre, 2020). However, the knowledge about the cyber security
risks is lower among SMEs as only 15% of the respondents could explain the terminologies (Australian
Cyber Security Centre, 2020). The most common threats are shown in the figure 9 below:
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Figure 9: Percentage of respondents who could understand and explain each term

From figure 9, it can be deduced that Malware, Phishing and Ransomware are the most common threats
most people are very aware of in Australian SMEs. This could be probably because they are the most
common threats.

Australia Cyber Security Centre (ACSC) — Cyber Threat Reports’
Analysis

Following these incidences Australian SMEs faced financial losses. The figure below shows the average
financial loses based on the types of organizations. While Medium-sized businesses faced the highest
average financial loss per cybercrime, combining the data of small and medium businesses, we can
conclude SMEs face the highest financial loss to cyber threats in Australia (Australian Cyber Security
Centre (ACSC), 2021).
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Figure 10: Cybercrime reports and average reported loss by organisation size for financial year
2020-21

Furthermore, during the same period, the report found that Malware and phishing attacks were the most
common and significant threats facing Australian SMEs (see table 3 below) (Australian Cyber Security
Centre (ACSC), 2021).

Cyber Incident Small Enterprises Medium
Enterprises
1 Disruption of essential systems 0 2
2 Deletion / Damage of key sensitive 13 22
data or intellectual property
3 Malware or temporary system / 75 125
service disruption
4 Targeted reconnaissance, phishing 83 198
and non — sensitive data loss
5 Scanning 11 18

Table 3: Cyber incidents in Australia SMEs 2021

Scanning

Targeted reconnaissance, phishing and non —
sensitive data loss

Malware or temporary system / service disruption

Deletion / Damage of key sensitive data or
intellectual property

Disruption of essential systems

0 50 100 150 200 250

Small Enterprises Medium Enterprises

Figure 11: Cyber incidents reported in Australia 2020/2021



According to the CISCO Secure September 2021 report called “Cybersecurity for SMBs”, 65% of
Australian SMEs suffered a cyber-attack in the previous year and malware was the most reported threat
during this period. CISCO also identified Malware, Phishing and Denial of Service as the most
commonly report threats (CISCO, 2021). The report further suggests that the main causes for these
attacks are that current security solutions are not reliable for prevention and limited or no
implementation of cybersecurity solutions due to financial and technical constraints.

Summary of the common Cybersecurity Challenges for Australia and
New Zealand SMEs

From the studies presented in this research, it appears that the most common cybersecurity threats for
Australia and New Zealand are Malware, Phishing, Ransomware, Denial of Service (DoS), SQL / Code
Injection, Man in the middle attack. After analysing the cyber-attack categories, it is vital to also
summarize the various factors responsible for the threats. The following are the most common causes
of cyber-attacks on SMEs within Australia and New Zealand.

e Unsecured and unauthorized access to hardware or mobile devices of the organizations
Infected devices with Malicious software due to failure to identify the weaknesses in security
practices.

Website spoofing and web server compromises

Not detecting the suspicious third-party system attacks due to a lack of dedicated IT staff
Phishing email compromises business and employee data

Social Engineering attacks through the employees, clients

Lack of Multi-factor authentication implementation

Application patching, Operating System updates and daily backups are not performing as
maintenance tasks of the digital facilities.

Based on the above threats and causes, we suggest the following cybersecurity recommendations
for Australian and New Zealand SMEs.

6 Existing Solutions for cyberattacks

Following these threats, the National Cybersecurity Centres for both countries introduced frameworks
to help businesses cate for their own cybersecurity.

In New Zealand, NCSC has taken the action in 4 steps to reduce or prevent the impact of a threat such
as advising, deter, detecting, and disrupting (National Cyber Security Centre, 2021).
e  Advice — Understanding the threats and preparing the customers to mitigate through a range
of resilience-building services.
e Deterrence — Make it harder for the threat actors to target the most sensitive data of the NZ
organizations.
e Detect — Defensive mechanism should be implemented to detect anomalies in the networks’
cyber activity.
o Disrupt— After the threat is detected, the threat information should be shared with the
customers until appropriate actions are taken by the incident response team.



Furthermore, the following commitments were also made by the National Cyber Security Centre (2021).

Publish the security advisories and vulnerabilities details that are targeting the New Zealand
networks and they are including the technical indicators and the mitigation advice for the
organizational security teams.

Implement an effective security policy to support the private sector incident responses.
Develop and maintain the New Zealand Information Security Manual (NZISM) to transform
the digital standards of the organizations.

Introduce the Telecommunications (Interception Capability and Security) Act 2013 (TICSA)
to secure the network by preventing, mitigating, or removing the security risks.

Help identify whether the personal information has been leaked or stolen.

Offer the defensive tools to minimize the operational interruptions and share the defensive
mechanism with all the related organizations to mitigate the risk.

NCSC provide 24/7 incident response assistance to the organizations for recovery and
response.

Guide stakeholder management during the recovery phase for communication purposes.
Assisting the organizations through an early warning, prevention, harm reduction and recovery
services.

Organize the fully automated vulnerability scanning process by organizing the pre—defined
network breaches and installing malware and checking how likely the systems will breach.
Evaluate the importance of the intellectual property of the organization and create a recovery
plan to recover from the data theft.

Support international collaborations or movements to face cyber threats like ransomware.
Help and advisory support for incident management and risk management.

While recommendations are made to organizations on how to prevent attacks and protect themselves,
it is also significant to see organizations making the commitment to help protect organizations.
Moreover, CERT NZ published eleven tips for cybersecurity as follows and they have described how
to organizations can protect themselves from various cyber threats (CERTNZ, n.d).

# Tips What Actions can be taken
1 Back up your data e Introduce the offline or cold back up
e  Use the cloud-based service
e Keep back up data every week
2 Keep your devices and your e  Keep the devices, software, and hardware up to date
apps up-to-data e Set your system preferences as automatic updates
e Remove unused apps from your devices
3 Choose unique passwords o  Use different passwords to every account
e  Use the password manager
e Use lower-case, upper-case letters, numbers, and
symbols and more than 12 characters or short phrase
e Review the passwords for time to time
4 Turn on two-factor e  Use the two-factor authentication for important
authentication accounts
e SMSis less secure as a two-factor authentication
5 Be creative with the answers e Use the creative answers for the recovery question

to your account recovery which cannot be easily guessed
questions



6 Avoid sensitive transactions
on free Wi-Fi

7 Install an antivirus and scan
for viruses regularly

8 Be smart about social media

9 Limit the personal

information you give out online

10 Check your bank statements

11 Get a credit check

Do not use the free WIFI or unsecured network
Use the own devices and avoid using the public
devices

Use the antivirus software on all the devices

Run the antivirus regularly and clean the system
Do not publish personal information on the social
media

Set up the privacy controls on your social media
Check before sharing any personal information with
any organization

Do not allow to share your personal information
with any third party

Check the bank statements and account’s
transactions regularly

Inform to bank if find any suspicious payments
Perform a credit check annually

Table 4: CertNZ cybersecurity tips and actions for organisations

CERTNLZ is also circulating the information about the common threats and security alerts regularly

using various case studies.

Australia also has implemented the following solutions to minimize the effect of cyber threats and
the impacts of future cyber-attacks. ACSC Small Business Cyber Security Guide V6.0 introduced the
following key areas after identifying that Malware, Phishing and Ransomware are the common threats

to SMEs.
Key Areas What Actions can be taken
1 Automatic Software Updates e  Turn on the automatic software updates especially
for operating system
e Regular monitoring for updates
2 Automatic Back ups o Select the most suitable backup system for the
organization
e  Test the backup regularly and disconnect it from
the device
3 Multi-Factor Authentication e Implement the MFA on important accounts
e  Use unique, unpredictable passphrases with the 14
characters in length
4 Access Control e Decide and control the physical access to the

5 Employee Training

system and devices

Revoke access to systems’ account and data
Categorize the access levels of the organization’s
user accounts and define their permissions
Educate staff and the owners to prevent the
continuously evolving new threats

Train all staff to recognize and report a cybercrime

Table 5: ACSC Cybersecurity key areas and actions for small businesses



Moreover, the Australian Cyber Security Centre suggests the following solutions and best practices
to prevent cyber-attacks for SMEs in Australia (Australian Cyber Security Centre, 2020).

e  SMEs should have dedicated IT staff or outsource their security services to experts within their
financial limits.

e  Guidance and continuous training of employees are important to minimise cyber threats which
are rapidly changing over time.

e SMEs must be aware and understand the risk and impact of cyber threats which could impact
their business profile and profit; therefore, risk assessments are vital.

e SMEs should have pre-meditated policies, plans and procedures in place for cyber-attacks to
engage best practices and effective responses should they occur.

Furthermore, the Australian authorities have confirmed that it is vital for staff and owners to understand
the security risks as they are the main actors within the critical steps in recognizing, responding to and
recovering from cyber-attack. Studies show that most Australian SME employees and owners lack the
awareness of common threats such as Malware, Phishing, Ransomware and Trojan (Australian Cyber
Security Centre, 2020). Awareness and knowledge of cyber security threats are low among the
employees of SMEs within Australia. One in five SME employees are unaware of phishing emails and
the related terminologies (Australian Cyber Security Centre, 2020). More than 50% of SMEs have been
rated as “average” or “below average” in terms of their understanding of cyber security (Australian
Cyber Security Centre, 2020).

CISCO also recommended the following solutions for countries within the Asia Pacific region including
Australia and New Zealand (CISCO, 2021).

e  Cybersecurity Discussions and threat information should be shared within all stakeholders who
are involved in the business planning.

e  SMEs should have integrated, platform approach to ensure the clear visibility of the security
infrastructure.

e  Organizations must prepare early for the real-world scenario and should plan or simulate
annually with the recovery plan

e Train every employee of the organization as they are playing a key role when reacting to the
cyber-attack by understanding the seriousness of the threat.

e  Working with adequate technologies and the authorities is vital to establish the end-to-end
protection across the businesses.

Although these recommendations and existing solutions are mostly publicly available, it is important
to understand that the cyber threats are happening every minute 10 minutes in Australia and SMEs are
prime targets. As a result, in the next section, we make some recommendations and draw our
conclusions.

7 Recommendation and Conclusion

Whereas there is a dearth of studies on this subject in reference to Australia and New Zealand, we have
used Government white papers and industry publications to present the common cybersecurity
challenges for SMEs. From our review of the cybersecurity challenges common to SMEs in this part of
the world, it is crucial to educate employees and owners of the SMEs to minimize the cyber threats



against them. Being at the front line of cyber-attacks, it is also critical to realize that human factor would
be the weakest link for most organizations, if their employees and executives are not aware of the cyber
security challenges facing them and how to navigate their ways through them (CISCO, 2021).

Following the review of many previous studies, we identified Phishing, Malware and Ransomware as
the prominent cyber-attacks within SMEs in Australia and New Zealand. We recommend that SMEs
need to ensure their owners and employees undergo an annual cyber security awareness training. This
will enable them to respond accurately and promptly against the threats and vulnerabilities to keep their
business safe. In CISCO’s cybersecurity report for Small Businesses. more than 95% of respondents
agreed or strongly agreed that employees’ knowledge of cybersecurity awareness is crucial and
understanding the seriousness can help minimize the impact of a cyber-attack (CISCO, 2021).

In addition, we recommend that government organizations such as CERT NZ, and Australian
Cybersecurity Centre provide cyber security awareness training to SMEs. While their frameworks for
cybersecurity are so robust, they should find ways for them to become the baseline for SMEs so that
they are educated to face the future cyber threats. This is crucial for the protection of the nations’
economies as SMEs can be an entry point for significant attacks on the economy. We recommend that
SME:s invest in dedicated IT support or outsource to relevant organizations to help provide preventative
and protective infrastructure against cyber threats. Even though SMEs are spending their budget to
safeguard the systems, they will not receive the expected outcome when people with the right skills and
competences are not managing them effectively.

In Conclusion, this research emphasizes the cybersecurity challenges of SMEs within Australia and
New Zealand based on the research conducted by the governments or other industry-leading
organizations. The first part of the report focuses on the importance of SMEs to the economies of
Australia and New Zealand. The second part discusses the most prevalent cyber security challenges
facing both countries. Finally, solutions for the challenges are summarized based on the existing
research. Some research and surveys have highlighted that SMEs should have a budget to implement
the infrastructure, but in this research, we would like to emphasize that while the infrastructure
implementation is crucial for cybersecurity, people must be trained and kept up to date with the current
challenges and solution. As a result, front-liners can make the right business decisions and promptly at
the time of cyber incidents without compromising their business goals.
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