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ABSTRACT

This project involved upgrading 26 Juniper SRX300 services gateways in conjunction with 2degrees. It used a four-step
process: research, development, testing and deployment to upgrade 26 out of the 50 devices. Ansible, an automation tool
owned by Red Hat, was used to upgrade the devices. The scripts were tested and implemented in a staged approach. As a
result of this project, the scripts are now used by 2degrees in their device upgrade system and all remaining SRX300s have

been upgraded.
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1. INTRODUCTION

2degrees is a based Internet Service Provider based in New
Zealand with the main office in Auckland. 2degrees also
supplies Telecommunications as a Service (TaaS) to many
customers. A part of the requirements for offering TaaS is that
devices be up to date with supported software versions.
2degrees over the past year has been completing upgrades on
SRX devices to comply with TaaS requirements.

Currently, 2degrees uses Ansible to remotely upgrade devices.
The project aimed to upgrade the remaining 50 SRX300s to
comply with TaaS requirements.
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2. ANSIBLE

Ansible is an open-source automation tool owned by Red Hat
(Ansible, n.d.-b). It uses a management node (a jump host
server) and SSH sessions to send changes to devices, otherwise
known as managed nodes. Ansible has an extensive range of
use cases, including cloud provisioning, configuration
management and deployment (Ansible, n.d.-c). Ansible is a
tool best suited to repetitive tasks in an environment that does
not change much because Ansible has no way to monitor the
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state of a system before it makes the changes (Ansible, n.d.-b).
Usually, upgrading devices is an time-consuming exercise, but
Ansible reduces the time it takes to upgrade devices
dramatically. It uses I[dempotency, a term used to describe how
a script can run many times in a row and will not make changes
to that device unless the script changes or there is a change on
the device (Ansible, n.d.-a). Ansible is perfect for upgrading
devices because 2degrees does not want devices having the
upgrade process run if the device is already at the latest version.

3. THE PROCESS

To upgraded devices there needed to be a set process that would
enable scripts to be delivered to a high standard. This project
followed a four-step process: research and planning,
development, testing and deploying. Each process was fluid,
meaning once one was finished it could be revisited in order to
meet project requirements.

Research and Planning

In this step of the process, both Juniper and Ansible were
examined. Juniper has learning modules on its website. These
helped to gain a more comprehensive understanding of how
Juniper devices work. The Ansible research included reading
whitepapers, watching videos, and reading blogs.

From there, a plan was put in place that included, key modules,
the layout of playbooks, what each playbook needed to do.

Development

This phase of the project involved writing scripts. First, the
scripts needed a virtual environment to function. This included
modules that needed to be acquired from Ansible Galaxy,
including python libraries that needed to be added to the virtual
environment. Once the virtual environment was set up, the
scripts could be developed and run.

The research and development phase switched constantly. As
the complexity of the scripts grew, more research was required.

Testing

To test the scripts a small network was configured. This
consisted of an Ubuntu virtual machine and a spare SRX300
that 2degrees provided. The device was upgraded and
downgraded at least 15 times to ensure that the scripts worked
at a basic level. Then scripts were tested on an SRX300 in the
2degrees lab. This device had a similar configuration to CPE
devices, so the test was more accurate. From there, two devices



were upgraded at the same time. The final test was a live
demonstration of the scripts so that 2degrees could verify them
before deployment. As issues arose with scripts, they would be
changed, then re-tested to ensure reliability.

Deployment

The SRX300 upgrade was completed in stages. 2degrees policy
is to provide customers with five days’ notice before making
changes to devices. This is done to make sure that if something
went wrong, there would be less to fix. The deployment
happened over two nights. On the first night, seven SRX300s
were upgraded. Once these upgrades were complete with no
issues, the remaining devices were upgraded the following
night.

4. DELIVERABLES

In this project there were four key deliverables that were
achieved.

(a) Juniper learning — completion of the Juniper online
material

(b) Scripts — These scripts needed to upgrade the devices and
eventually be handed into 2degrees for their use in future
upgrades

(c) Documentation — Supporting documentation was needed
to instruct others how the scripts worked, and in the event
changes needed to be made.

(d) Repository — The scripts needed to be added to the
2degrees repository for easy continuous development.

5. CONCLUSION

A final report on the project has been submitted to 2degrees,
together with scripts and supporting documentation. They are
now in the 2degrees Bitbucket, able to be used whenever a
large-scale upgrade needs to take place.

6. REFERENCES

Ansible. (n.d.-a). Glossary. Retrieved September 9, 2021,
from
https://docs.ansible.com/ansible/latest/reference _appen
dices/glossary.html

Ansible. (n.d.-b). Our background. Retrieved August 26, 2021,
from https://www.ansible.com/about-us

Ansible. (n.d.-c). Overveiw, How Ansible Works. Retrieved
November 13, 2021, from
https://www.ansible.com/overview/how-ansible-works.



	1. INTRODUCTION
	2. Ansible
	3. The process
	4. Deliverables
	5. Conclusion
	6. REFERENCES

